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I N T E G R A T E D M E S S A G I N G M A N A G E M E N T

“Xecuritas is spearheading the next
generation of Enterprise Message
Management, providing a single
point of control for millions of
messages per day.”

Enterprise Strategy Group



In today ’s information-rich business environment, it is critical for organizations to manage employee

communications, both from a productivity, business continuity and intellectual property standpoint,

as well as from a regulatory, HR and legal perspective.

In turn, messaging environments have become increasingly complex with several different

products required to handle filtering (anti-spam, anti-virus), secure messaging , archiving,

complianc e and electronic discovery. IT professionals thus have multiple products to manage,

multiple support centers to call and multiple user interfaces to learn. It’s costly, resource-intensive

and unnecessarily complex.

Xecuritas mx2020™ is a messaging management solution that reduces the complexity, cost and

resources required to manage the messaging environment by integrating filtering, secure messaging,

archiving, compliance and electronic discovery, enabling IT professionals to manage their messaging

systems with a single policy-based solution.



“Integrated messaging management tools

and practices reduce the issues of having

multiple products and vendors, eliminate

complexity and provide vision into the

messaging systems needed to ensure our

associates around the world can reach

their customers and colleagues.”
Irving H. Tyler

Chief Information Officer
Quaker Chemical

X ecuritas m x2020 is an integrated m essagin g management

so lu tion th a t is p o licy -b ased an d d eliv e red as a managed serv ice .

It p ro v id es o rg an iza tio n s w ith o ne p lace to con tro l m essag es b y

p o licy — b y d efin in g w hat to keep ou t, w hat to secure an d w h at

to sto re to find late r.

F o r ex am p le , an o rg an iza tio n m ay h av e an arch iv in g p o licy tha t

contains diffe ren t rules perta in ing to re ten tion an d sto rag e o f

m essages and attach m en ts. T h is po licy en ab les th e o rg an izatio n

to ch o o se which m essages are arch iv ed , w h ere they are sto red

an d for how lo n g .

P o lic ies use in te llig en t con ten t an aly sis , ev alu a tin g type o f sen der

o r recipient an d dozens of o th e r facto rs — all co n fig u rab le b y IT

an d o the rs w ho are g iv en permission to do so .

S evera l po lic ies are p rovided w ith th e sy s tem out-of-the-box,

en ab lin g rap id dep lo ym en t.

m x202 0 give s IT p rofessio nal s incred ib le con tro l o f th e m essag ing

en v iro n m en t — from a sin g le Web-based in terface . T h e

ad m in istra tion dashbo a rd m on ito rs all facets o f th e m essag in g

en v iro n m en t, in clud in g a t-a-g lan ce information on quaran tines,

in v estig atio n s, co m p lian ce queu es, arch iv es an d sto rag e .

Unique Features
Unique featu res o f m x2 020 include:

• C o m p reh en siv e Integration

• V isu a l P o licy M an ag em en t

• M u ltip le R oles an d F lex ib le P erm iss io n s

• In te llig en t C on ten t A nalysis

• Integrated S ea rch an d L on g -Term S to rag e

• A u to m atic A g e-B ased A rch iv al

Com p rehens ive In tegration
m x2 02 0 in teg ra te s a ll m essag ing applications — filterin g , secure

m essag ing , co m p lian ce, arch iv in g an d e lectronic d isco v e ry —
in to a sin g le p o licy -b ased sy stem . T h is integration reduces th e

com p lex ity and cost of th e m essag in g env iron m en t, by m in im izing

th e n u m b er of vendors to d eal w ith , suppo rt centers to call an d

in terfaces to lea rn .

In m an agin g m essages , organization s can use th e names and groups

th a t ex ist in th eir d irectory serv ices, en ab lin g rap id d ep lo ym en t

b y elim in a tin g th e ted ious and time-consuming dup lication of

individuals and g roup s w ith in th e m essag in g en v iro n m en t.

m x2 02 0 also in teg ra te s w ith an o rgan iza tio n ’s ex istin g em ail

c lien t, p ro v id in g sim p le and easy access fo r end -use rs.



Visual Polic y M anagem ent
X ecuritas m x2 020 rep resen ts p o lic ies w ith a u n iq u e visual

app roach, using w o rk flo w d iag ram s to make p o licy creation an d

management sim p le and stra ig h tfo rw ard . In ad d itio n to v iew in g

po licy b y w ork flo w, IT an d o thers w ith permissions can also v iew

p o licy b y hierarch y. P o lic ies can easily be created for inbou nd ,

outboun d or po st-d eliv ery m essag e flow s . T hese policies can apply

to th e en tire o rg an iza tio n , a sin g le u se r o r a g roup (e .g ., S ales).

T his visua l po licy creation an d editing en ables th e use of both

stra igh tfo rw ard an d m o re co m p lex polic ies an d flow s . X ecuritas

is th e only company that p rovid es th is v isua l app roach to policy

creation and management.

M ultip le Roles and Flexib le Permissions
P olicy creation an d management isn ’t limited to th e IT g roup .

A p o licy adm in istra to r ro le can be assig n ed to se lected users in

th e o rg an izatio n , o fflo ad in g som e of th e p o licy resp o n sib ilitie s to

L eg a l, H u m an R eso u rces o r C o m p lian ce personnel. X ecu ritas

m x2020 p rovides nu m erous usefu l role s out-of-the-box, including:

• ad m in istra to r

• p o licy adm in istra to r

• co m p lian ce rev iew er

• ex te rnal co m p lian ce rev iew er

• in v estig atio n ad m in is tra to r

• in v estig ato r

• ex te rnal in v es tig ato r

• en d -use r

T h e sy stem also en ab les IT p rofessio n als to selec t which

permissions to g ive each user o r g roup of users. F o r ex am p le ,

members of th e S ale s d ep artm e n t m ay h av e th e ab ility to ch an g e

th e parameters o f th eir spam detection , w h ile th e rest o f th e

o rg an iza tio n isn ’t p e rm itted to make an y m o d if ica tio n s.

In te lligen t C onten t Analys is
A n y n u m b er of rules (o r cond itions and actio n s) — co m b ined

w ith sophisticated lex icon s for healthcare, fin an cia l se rv ices

an d co rpo rate co m p lian ce — d ete rm in e which m essag es to keep

ou t, which to secure and which to sto re to find la te r.

Customers can use th e d e fau lt p o lic ies an d rules th at co m e

standa rd w ith th e sy stem o r cu s to m iz e their ow n . P re-configu red

lex icon s can also en ab le rap id deployment; altern ativ ely, customers

can crea te th e ir ow n lex ico n s.

In tegrated Search and Long-Term Storage
To find m essag es, users can perform a rap id , accu ra te sea rch of

th e fu ll-tex t index th a t is created durin g th e in itia l arch iv e . Tex t

sea rch acro ss th e en tire arch iv e is p o ssib le d u e to th e u n iq u e,

persisten t, fu ll-tex t index . P erm issio n ed users can search th e

arch iv e in its en tire ty acro ss all s to rag e ty p es, in clud in g on lin e ,

nearline and o fflin e sto rag e.

Autom atic Age-B ase d A rch iva l
With m x2 020 , m essages can be arch iv ed o n d iffe ren t ty p es o f

sto rag e media based o n ag e. B y estab lish in g m ultip le reten tion

dates, o rg an iza tio n s can sto re m essages on line , fo r ex am p le , fo r

6 0 day s, then sto re them on o ther media, such as tape, for 3 years.

T h is automatic ag e-b ased arch iva l no t on ly reduces IT ’s workload,

bu t also p ro v id es co st e ffic iencies no t o th e rw ise p o ss ib le .

The administration dashboard

monitors all facets of the messaging

environment, providing at-a-glance

information on quarantines, archives,

investigations, compliance review

queues and system statistics.



mx2020 Functionality
X ecuritas ’s next-generation m essag ing sy stem in teg rate s a ll

applications of th e m essag in g en v iron m en t:

A rchiving. With fu n ctio n a lity em b ed d ed in bo th th e C o m p lian ce

an d E lectronic D iscove ry m odules, m x2020 ’s arch iv in g capab ilities

includ e d isaste r recov e ry, sing le -in stan c e sto rag e , data encryp tion ,

support fo r d iffe ren t ty p es o f sto rag e media an d fu ll-tex t indexing

of all m essage co n ten t. m x20 20 allo w s end -use rs to access an d

search the ir arch iv es eithe r v ia Web in terface o r d irec tly from

w ith in th eir em ail c lien t.

Compliance. T h e C o m p lian ce m odu le quaran tines inbound

a n d /o r o u tb o u n d m e ss ag e s th a t co u ld p o ten tia l ly v io la te

g o v e rn m en t, industry o r co rpo rate reg u la tio n s, e ithe r b efo re they

are sent o r after they are received . T hese m essage s are autom atically

rou ted to an au tho rized co m p lianc e o ffice r for rev iew. T his m odu le

p ro v id es co m p lian ce queu es an d ro les, expo rt featu res, ru le

sets o r lex ico n s (for fin an cia l se rv ices, healthcare an d co rpo rate

co m p lian c e ) a n d complete a u d it tra i ls . P o lic ie s can be se t

th a t arch iv e m e s s a g e s o n d iffe re n t ty p e s o f co m p lian t a n d

non -co m plian t s to rag e media d ep en d in g o n age.

Electronic Discovery. T h is m odu le allo w s for in stan taneous

searching acro ss th e en tire arch iv e — rega rd less o f sto rag e media

— based on heade r, body and a ttach m en t co n ten t, fac ilita tin g

rap id response to hum an resource an d litig atio n requests. It

en ab les bo th in te rnal an d ex te rnal users (e .g ., hum an resources

as w ell as ou tsid e legal counsel) w ho are permissioned b y IT to

in itia te an in v estig a tio n as w ell as c la ss ify and flag m essages

in an in v es tig a tio n . T h e o u tp u t o f those s ea rch e s a n d

investigation s can be exported to severa l file fo rm ats , including

M IM E /P S T an d T X T.

Secure M essaging. S ecu re d eliv e ry of m essages can be enabled

eithe r b y user inp u t o r m essag e con ten t. M essages are sen t

securely eithe r v ia Transp o rt L aye r S ecu rity (T L S ), S M T P o v er

S S L o r H T T P S Web d eliv e ry.

Content Filtering. T h is m odu le p ro v id es bo th inbound an d

ou tbound filterin g . T h e inbound filterin g p rev en ts un w an ted

m essages — spam , v iru ses, ex p lic it con ten t — fro m entering th e

netw o rk . E m p lo y in g a m u lti- lay er app roach, inbound filterin g

u se s u n iq u e te ch n o lo g y fo r rea l- tim e a n a ly s i s th a t b lo c k s

undesirable con ten t, e lim in ates fa lse p o sitiv es an d detects spam

in an y lan g u ag e o r fo rm at. O u tbo un d filterin g , w ith cu s to m izab le

ru le sets , en ab les an o rg an iza tio n to screen m essag es th at are

b e in g sen t ou tbound to th e In te rn e t.

C om prehensive C entral A dm inistration. M o n ito r in g , repo rtin g

an d p o licy management, which co n tro ls which m essag es to keep

out, which to secure an d which to sto re to find later, are integrated

in to a s in g l e ad m in is tra tio n d a sh b o a rd . With m x 2 0 2 0 , IT

co n tro ls th e d iffe ren t applications via a central, Web-based user

in terface an d p o licy sy stem .

X ecuritas m x2 020 is av ailab le a s a managed serv ice and is

seam lessly integrated w ith M ic ro soft E x ch an g e, L o tu s

N o tes/D o m in o an d N o v ell G rou p W ise .

An archiving policy: mx2020

enables organizations to create and

modify polic ies tha t de term ine

which messages to archive, where

they are stored and for how long.

Different policies can be created for

different users or groups of users.



Benefits of Xecuritas mx2020
With a managed serv ice , o rg an izatio n s see nu m erous reliab ility,

ava ilab ility an d scalab ility ad v an tag es o v er in -house solutions an d

b en efit fro m a managed serv ice p ro v ider ’s ex p er tise an d eco n o m ies

o f scale . X ecuritas ’s hosted m x2 02 0 so lu tio n elim in ate s th e cap ita l

ex p en se an d co n s id erab le o v erh ead of maintaining and m an ag in g

in -house m essag in g management solutions, allow ing p rec io u s IT

resources to be deployed to o th e r b u sin ess -cr itica l p ro jec ts .

Reduce Costs and Low e r Tota l Cost of O wnership
With m x2 020 as a managed serv ice , o rg an iza tio n s reduce total co st

o f o w n ersh ip b y as m u ch as half o v er in -house solutions and p o in t

p ro du c t app ro ach es.

O rg an izatio n s can reduce co sts in bo th th e acquisition an d o n g o in g

adm inistra tion of th e m essag in g en v ironm en t — du e to suite pricing

fro m on e vendo r, th e reduced n eed fo r in -house softw a re , hardw are

an d serv ices, an d th e d ec reased resources requ ired to m an ag e th e

m essag ing en v iro n m en t. G rea te r end -use r se lf -se rv ice also reduces

o n g o in g co sts .

Sim plify IT M anagem ent
m x2 02 0 reduces th e co m p lex ity of th e m essag in g en v iro n m en t b y

m an ag in g m essag es acro ss all applications — filtering , secure

m essag ing , adm in istra tion , co m p lian ce , d isco v ery an d arch iv in g .

A d d itio n a lly, w ith a ho sted so lu tion , o rg an izatio n s can leverage th e

ex p er tise an d resources of a managed serv ice p ro v id e r. T h is resu lts

in th e fo llo w in g :

• H ig h er q u a lity o f serv ice an d reliab ility

• D ecreased IT infrastructu re (hardw are an d softw are) to m an ag e

• O n e user in terface fo r cen tra lized ad m in istra tion

• E asy im p lem en ta tion o f p o lic ies fo r individuals o r g roups

• O fflo ad ed co m p lian ce, legal d isco v e ry an d p o licy

crea tio n /en fo rcement

• Integrated m essag in g management: one p ro d u ct ro ad m ap ,

one support lin e , one vendo r

M itigate R isk
Integrated m essag in g management from a tru s ted managed

serv ice p ro v id e r en ab les o rg an izatio n s to m itig ate risk. With

X ecuritas m x20 20 , o rg an izatio n s can :

• E n ab le d isaster reco v e ry an d business con tinu ity

• Ensure con tinu ou s up tim e w ith minimal in -house resources

• P rev en t harassment/discrimination su its

• Ensure co m p lian ce w ith indu stry reg u la tio n s

• Av o id cos tly fin es and ja il terms

• P rotect th e co m p an y ’s b rand nam e an d p rev en t b ad publicity

• S afeg ua rd co n fid en tia l information an d p rotect p riv acy

m x2 02 0 p ro v id es a sin g le sy stem fo r integrated m essag in g

management, sig n ifican tly redu cin g th e co m p lex ity an d co st o f th e

m essag ing en v iro n m en t. With m x2 02 0 , o rg an iza tio n s h av e on e

p lace to con tro l which m essag es to keep ou t, which m essag es to

secure and which m essag es to s to re to find late r.

Electronic Discovery: An individual

who is assigned the role of investigator

can assist in an electronic discovery by

tagging or classifying messages, exporting

messages and adding comments.



“Xecuritas offers an integrated messaging

management solution, designed to solve the

problem of messaging complexity. Xecuritas

integrates several critical messaging functions

into one policy-based system.”
David Ferris

President and Senior Analyst
Ferris Research

A bou t X ecu r itas
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